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What is the Maritime Cyber Compliance Certifi cate?

The Maritime Cyber Compliance Certifi cate (MCC) fulfi ls the requirements of MSC428 (98) which became 
a mandatory element of the International Safety Management Code (ISM Code) from the 1st January 2021. 
The MCC is evidence to a Flag State auditor that the organisation has adopted good data security practices. 

The MCC is a comprehensive assessment designed to make it easy for you to protect your organisation 
against common cyber threats.

The MCC is also evidence to Port State Control Offi  cers during a PSC inspection. For example, the US Coast 
Guard has recently issued guidance requiring cyber risk management to be incorporated into the ship’s SMS 
by the company’s fi rst annual verifi cation of the DOC after January 1, 2021. The MCC is evidence that the 
organisation has assessed cyber risk and may avoid the USCG requiring an external audit within 3 months 
or prior to returning to a U.S. port after sailing foreign.

The MCC is issued by Eazi Security following assessment against a maritime cyber framework acceptable to 
Flag States and in compliance with the requirements of MSC 428(98). Assessments are tailored for the shore 
offi  ce(s) and vessel(s) and can be completed by the organisation’s in-house IT department or, where internal 
resources are limited, Eazi Security can assist you with the process.

Once successfully compliant with the framework individual MCC’s are issued for each vessel and every 
offi  ce ashore. It is important to remember that MCC’s provide a ‘point in time snapshot’ assessment of 
your organisation, which means you need ongoing security solutions such as SOC and SIEM to 
enhance protection of your organisation from cyber-attack.
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Are there diff erent levels of MCC Certifi cation?

There are two levels of certifi cates. There is the standard MCC Certifi cate and an advanced MCC 
Certifi cate. Both demonstrate compliance with MSC428(98) and should be acceptable to Flag State and 
Port State Control. Each Certifi cate is achieved in diff erent ways, but both have respective benefi ts for 
your organisation. To understand which certifi cation you need for your organisation, it is important to 
understand the diff erence between the two certifi cations.

The Standard MCC Certifi cate
The Standard MCC Certifi cate is issued to a vessel or shore-offi  ce following completion of a self-certifi cation 
questionnaire. This can be completed by your organisation’s internal IT department or with support from 
Eazi Security if you do not have the capacity or technical expertise in-house. The completed questionnaire 
is then reviewed by Eazi Security and verifi ed prior to issuance of the MCC Certifi cate. 

The Advanced MCC Certifi cate
The process is similar to the Standard MCC Certifi cate but in addition Eazi Security conduct external 
system tests on the organisation’s equipment and software. 
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The benefi ts of holding an Advanced MCC Certifi cate

The Advanced MCC Certifi cate demonstrates to regulators, Flag State and Port State Control Inspectors 
that your organisation takes cyber security extremely seriously and you are doing absolutely everything 
in your control to prevent pollution and enhance safety of life at sea.

An organisation may benefi t from holding an Advanced MCC Certifi cate in higher risk areas of the group 
and Standard MCC Certifi cates for less risk areas. For example, the head offi  ce ashore enjoying enhanced 
protection through an Advanced MCC Certifi cate with a low-risk fl eet of vessels holding Standard 
MCC certifi cates.

How can my organisation prepare for an 
Advanced MCC Certifi cate?

It is advisable to complete a pre-assessment before applying for an Advanced MCC Certifi cate. The main 
purpose of the pre-assessment is to conduct a gap analysis of your most vulnerable systems. This gap analysis 
has the benefi t of highlighting which areas of your cyber security require attention and improvement. This 
subsequently reduces time and costs later in the process, particularly in organisations reliant on their internal 
IT department to carry out remedial work. The pre-assessment provides an accurate snapshot of your current 
infrastructure. You can then determine what is required to address the issues identifi ed. With these issues 
identifi ed and fi xed, you will be in a much stronger place to obtain the Advanced MCC Certifi cate.
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How much does a MCC Certifi cate cost?

The standard MCC Certifi cate for each vessel or shore-based offi  ce is an 
annual recurring fee of £299 (excluding VAT if applicable). This can be billed 
annually or on monthly instalments.

The pre-assessment recommended for the Advanced MCC Certifi cate is £749
(excluding VAT if applicable).

The Advanced MCC Certifi cate for each vessel or shore-based offi  ce is an 
annual recurring fee of £4,000 (excluding VAT if applicable). This can be billed 
annually or on monthly instalments.
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Contact eazisecurity

David Clayden  |  Business Development Director

+44 (0)7711 351463

david.clayden@eazisecurity.com

www.eazisecurity.com/maritime-cyber-security
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